
Multi-factor Authentication 
 
To set up Multi‑factor Authentication on your account, continue with the instructions below. 

To proceed from the "Multi-factor Authentication is not enabled." message, first click the 
"Send a code by email" button further down the page. 

The system will then send a six-digit code to the email address of the logged-in user and 
display a field on the page to confirm the code. ​
Enter the code sent to your email into the "Authentication Code" field and click "Save". The 
code sent to your email is valid for 2 minutes. 

 

The system will then redirect you to the Multi‑Factor Authentication setup page. ​
You can also view this page by going to the "My profile" page and clicking the "Manage 
Multi‑factor Authentication" button.  

From this page you can view the one‑time backup codes by clicking the "Print these codes" 
link in the "Backup Codes" section. 

 

 



These backup codes should be stored in a secure place (the system, for example, 
recommends printing them out and keeping them in your wallet). Backup codes can be used 
to log in instead of the code sent to your email if you are unable to access your email. 

 

If the one‑time backup codes are lost or have been used up, you can generate new codes 
from the same view by clicking the red "Regenerate Backup Codes" button. When new 
codes are created, the old one‑time codes become invalid. 
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